Article  – Think You Can Identify Scams? Most Cannot!
71% of the consumers are confident they can identify scams but 67% fell for a scam last year

According to a study by ScamAdviser, of 4,300+ consumers, scammers reach nearly everybody. 62% of the survey participants are certain that they have been exposed to a scam in the last year. 20% think they may have. Only 12% are certain that they have not been approached.
There is a huge gap between how good consumers think they are at identifying scams and the reality. 67% of the respondents who had been targeted by a scam said they had fallen for it. However, in-spite of this high level of victimisation, 71% of the respondents believe they are (very) confident identifying a scam!

Figure 1: The extent to which consumers are confident to identify a scam if they came across one
42% approached more often by scammers
The general perception is that the number of scams is increasing. 42% stated being approached (far) more often. Only 27% felt that they were exposed to less scams in the past year. Phishing (35%) is still the most reported ‘popular’ scam. But fraudulent (cryptocurrency) investment schemes (25%), unexpected wealth scams (24%), the non-delivery of a products ordered online and the delivery of fake or inferior goods sold online (both 21%) are gaining more and more ground. 
Greed is not the most common cause
Consumers get scammed for different reasons. 45% of the victims of scams do not identify the scam until it is too late. Another 24% state a lack of knowledge to identify the scam as primary reason for having fallen for it. Greed and “taking a gamble” are named by 31% of the users as primary reasons for becoming a victim. 
There are several reasons why consumers keep falling for scams. Many of the respondents check for scams using unsafe methods. Specifically, 41% of the consumers check reviews on other websites, which are increasingly fake. 19% checked for a website’s SSL certificate which gives no information on the trustworthiness of a website at all. Finally, 10% stated that they never check the website’s legitimacy at all.
Investment scams are on the rise
Most consumers who fell for a scam lost money (56%). 16% lost personal data, 6% were extorted, whilst 3% ended up participating in an illegal activity like money mulling. The amount reportedly lost differs from $1.59 to nearly $700,000. The median amount lost was $400. In line with the rise of cryptocurrency scams, more victims report their losses in bitcoins and not their national currency. 
Scammers are safe as consumers fail to report
Only 44% of the users report a scam when they are confronted by it. They primarily report the scam to review websites (21%), followed by the local police and the website’s hosting company and consumer protection authorities (each 14%). The national police is the least popular reporting channel (6%).
Of the 46% who claimed not to report a scam, 23% do not know to whom to report the scam to. 15% claim that reporting a scam is too complicated whilst 11% believe that reporting a scam would not make a difference.

Figure 2: Methods consumers use to check if a website is legitimate or a scam
Finally, the participants state that law enforcement agencies and governments are not doing enough to fight scams. 65% of our respondents perceived their police and governments efforts as (very) poor.
From this survey, ScamAdviser draws two key challenges that require addressing urgently. Firstly, consumers are either using outdated information or are simply not checking whether websites are fraudulent. Secondly, more must be done by law enforcement to improve public perception around fighting scams and to reassure the public that reporting a scam is important.
The full report will be presented at the Global Online Scam Summit and can be downloaded from ScamAdviser.com. 
###
About ScamAdviser
Scamadviser is an initiative of the Ecommerce Foundation. Since 2012, ScamAdviser has been developing an algorithm that gives every domain a Trust Score based on 40 different data sources. More than 100,000 consumers check ScamAdviser.com every day and ScamAdviser adds more than 1 million new websites to its database every month. It’s data is used by anti-virus software, browsers and internet filters to keep more than 1 billion users safe, every month. For questions you can contact: jorij.abraham@ecommercefoundation.org. 


Number of Respondents	
 I call the website to check	 I check company registries (listed by chamber of commerce/financial authorities)	 I check for copied text on the website (plagiarism)	 I check for reviews on other websites	 I check for spelling/grammar errors	 I check if the company is also active on social media	 I check if the email address is free (e.g. gmail.com)	 I check if the phone number is a VOIP number	 I check if there is a phone number	 I check whether you can pay with Credit Card / Paypal (a refundable payment method)	 I do a reverse image search	 I never check if a website is legitimate or a scam	 I use the rule “if it is too good to be true”	 I verified if there is a valid SSL certificate	I ask friends/family	335	563	524	1780	1446	831	718	290	925	964	609	410	1361	822	369	


Number of Respondents	
Not confident at all	Not very confident	Don’t know	Fairly Confident	Very Confident	171	693	326	1867	1061	


